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Other Possrble Approaches

— Measure complexrty of the “trusted
computing base”
— Count number of points of vulnerability

— Measure compliance with accepted security
practices

— Measure how well technology has
Incorporated NIST Risk Assessment
Technical Controls



Attack Team Size as Metric
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e Options
— Cost ($)
— Elapsed time
— Total attack team size
— Co-opted insiders (outsiders are easy to get)



Assumed Jurisdiction/Election

il
e Goal: Changing outcome of significant election

e Analysis requires
— Which races?
— How close Is the attacked race?
— How many votes are targeted?
— How many poll workers per polling place?
— How many polling places are there?

e In future, custom analysis



Which Systems Examined?

e Technology types:
—- DRE
— DRE with VVPT
— PCOS
- BMD

e Selected because common and available in 2006

e Cryptographic systems, witness systems
amenable to methodology



Conclusion

e Feedback on Specific Attacks
e Feedback on our Method




